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Abstract 
This is a case study using a specific piece of software – Adobe Photoshop Album.  While some examiners 
may encounter this software in a case, focusing on the software itself is not the intent of this paper.  
This would severely limit the scope, audience and overall value of this document.  Rather this is 
intended to demonstrate a methodology to recognizing and carving out useable data structures from 
within a proprietary object or file.   

In some ways, I view methodology the same way I view “cop instinct”.  What I mean by this is that 
sometimes, based on real world experience, training, and a host of personal observations, a correct 
conclusion can be formulated before the facts can be articulated.  In other words, it’s impossible to train 
for instinct by enumerating a number of steps you must go through every time.  Similarly, it’s impossible 
to train methodology by giving a clear cut step by step process.  Certainly a step by step process and 
training will give a foundation for examiners and it will clearly begin to develop the experience one 
needs to be able to have that “cop instinct” or know where to go based on methodology.   

Analogies tend to break down eventually, and in this case this one breaks down here:  In the law 
enforcement world, if “cop instinct” is misjudged, at best there’s an opportunity lost (for an arrest or 
stopping a violent situation before it escalates), and at worst it means injury or a law suit.  Fortunately 
with computer forensics, if methodology is misjudged, we can try a different path since we’re working 
on an image not the original evidence. 

I am not intending to portray myself as infallible; I’m trying to demonstrate that persistence, experience, 
and a documented, repeatable (even if not graceful) methodology are invaluable for a Computer 
Forensic Examiner – sometimes more invaluable than any tool in their expensive tool chest.  

Publishing this paper is ultimately meant to show the fact that data was recognized within a proprietary 
file structure (a tn.4.cache file in this case), the data was known to include contraband, and data was 
carved out to make viewing easier (or indeed possible) by non-technical agents and/or prosecutors.  
Even proprietary software tends to use known data structures for their proven reliability and efficiency.  
This paper reminds the experienced examiner that their most trusted tool is still a raw hex viewer/editor 
holstered somewhere on their belt next to a magazine filled to capacity with their methodology. 

Senior Computer Forensic Analyst 
Jeffery Hamm, CFCE, ACE 
Paradigm Solutions 
Contractor for the US Department of State 
Computer Investigations and Forensics 
9715 Key West Avenue, Third Floor 
Rockville, Maryland 20850 
hammjd@yahoo.com 
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Introduction 

The idea for this paper developed from an actual case I was working as an examiner.  The specifics of the 
case certainly can’t be revealed, but there is enough generic information to relate the circumstances 
that lead me to the conclusions I have laid out in this document. 

The case I was working was a case involving the possession of contraband images.  It was fairly straight 
forward.  The following had to be shown:  

1) the images were contraband, 

2) the images were possessed by the suspect, 

and 

3) the suspect had knowledge of the possession. 

During the examination, I located a number of photos depicting a penchant for these types of 
contraband pictures; I found contraband in Temporary Internet Files; I located a history of Internet use 
that showed the intent to at least view these types of files.  Finally I located a handful of movie files 
consisting of the same type of contraband I was looking for – but these movie files were in an emptied 
recycle bin – not quite enough to show possessive intent on its face. 

The case study will illustrate that through perseverance I was able to locate an entire cache with paths 
to cataloged contraband images – over 6,000 viewable to the user and over 26,000 total to include 
deleted items.  I will walk the reader through my methodology step by step (as much as a step by step 
process exists).  I will then illustrate the steps used to validate my theories. 

Case Study – Adobe Photoshop Album 

This case study shows how Adobe Photoshop Album was used by the suspect to catalog digital images 
on his machine.  Of the 26,000 images found in this cache, 90% or more of them were contraband.  In 
this instance, the suspect was using Adobe Photoshop Album 3.0.  The current version available at the 
time of this writing is version 3.2.  I’m not completely reverse engineering the software application, so 
the changes from 3.0 to 3.2 are irrelevant for the scope of this paper.  It is important to note that Adobe 
Photoshop and Adobe Photoshop Album1

Recognizing a Need to Look Further 

 are entirely separate applications and Adobe Photoshop will 
not catalog images like Adobe Photoshop Album. 

The case comes in.  It seems straight forward.  Find contraband digital images.  It’s fairly known that 
collectors of contraband normally have a large collection and even when hiding it, they still tend to have 
a significant amount of images that are readily available for them to view.  Generally a “picture” case is 

                                                           
1 Adobe Photoshop Album Starter Edition 3.2 is available here:  
http://www.adobe.com/products/photoshopalbum/starter.html 

http://www.adobe.com/products/photoshopalbum/starter.html�
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relatively simple and quick for an examiner.  The mere presence of the images indicates a level of 
culpability.   

Really though, how can intent be demonstrated?  If the files are in a recycle bin, then perhaps the 
suspect didn’t intend to download and store the files.  Perhaps the contraband is located throughout the 
temporary internet files, but there is not real evidence that the images were intentionally downloaded 
and stored on the suspect’s media.   

That’s the type of case I had.  I had several images located in temporary internet files that were clearly 
contraband.  I also had a number of video files that had not only been sent to the recycle bin, but the 
recycler had been emptied as well.  The files that were most damning were named consistently with 
recycled files (Dc01.avi), and were listed as “deleted”.   

The amount of contraband cached in temporary internet files indicated to me that the suspect was fairly 
sure of what he was downloading.  The nature of the video files was also quite graphic.  Furthermore, 
the Internet History of the suspect showed a habit of visiting sites that – based on name alone – would 
be likely to contain the types of files located in the TIF (Temporary Internet Files) cache.  As was stated 
earlier though, this type of “collector” tends to have easy access to this type of contraband.  I recognized 
a need to dig for more information; I was not satisfied with “likely”, I wanted “surely”. 

Locating the Evidence 

One consideration was to locate the INFO22

I used a GREP (Global Regular Expression Print) search to locate INFO2 structures on the entire suspect 
media

 entries for the deleted recycle bin.  If I could link the 
recovered video files to a file name, perhaps I could show knowledge of the content.  Downloading a file 
named “funny.avi” would surely be different than downloading a file named “illegalstuff.avi”.  My 
attempts to link the file name to the deleted recycle bin file were met with unexpected results.  (I never 
did locate the INFO2 record I was looking for on the suspect media.) 

3

                                                           
2 INFO2 records are system files that are used to keep track of the status of files sent to the recycle bin.  These 
system files record the original file name, path, and date sent to the recycle bin for restoration purposes.  When 
the recycle bin is emptied in its entirety, the INFO2 files are rewritten as a 20 byte file.  One of these is created for 
each unique user SID.  

.  I did locate records that pointed to paths consistent with INFO2 records, but several recurring 
hits surfaced that were clearly NOT INFO2 records.  These paths were directed towards removable 
media – USB devices and/or CDs.  The names of the files in these paths were somewhat incriminating 
themselves.  For example, I located an entry (all in Unicode that was similar to):  
E:\music\oncd\illegalstuff.jpg.   

 
3 The GREP expression used was specifically:  [\x02-\x19]\x00{3}.{12}[c-z]\x00\:\x00\\ This 
expression searches for decimal 2-19 followed by 3 hex zeroes; 12 of any value, a drive designator C-Z (case 
insensitive), hex 00, a literal colon (:), hex 00, and finally a literal backslash (\).  This is the standard format of a 
Unicode path and is how the recycle bin tracks the original file location. 
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This type of path and file naming led me to do an index search for a handful of incriminating file names 
specifically – based on the example above “illegalstuff”.  This index search showed thousands of hits for 
the filenames.  While a large amount of these file names were found in the pagefile, many more were 
found in a file “My Catalog.psa”. 

“My Catalog.psa” was located in the “Documents and Settings\All Users\Application 
Data\Adobe\Photoshop Album\Catalogs\” folder.  These specific hits in the file itself were Unicode 
paths ending ultimately in the file name (E:\music\oncd\illegalstuff.jpg). 

The path, as seen above, indicates Adobe Photoshop Album was used.  Sure enough, the Adobe 
Photoshop Album 3.0 package was in the program files directory and was clearly installed on this 
computer.  The paths leading to file names that imply incriminating evidence existing on external media 
is certainly not enough to achieve a conviction alone.  Surely I had added a large amount of 
corroborating evidence to suggest that the suspect was collecting illegal images and storing them, 
viewing them, and/or at least cataloging them on external media – all circumstantial of course. 

 

Examining the “All Users\Photoshop Album” revealed what I needed even more than the previously 
mentioned circumstantial evidence.  There was a folder “Catalog Folders\My Catalog” that contained a 
file, “tn.4.cache”.   When I looked at the file, I could see that there were several entries at the beginning 
that likely were pointers to the embedded data in the file.  The file itself was over 133 MB in size.4  
Scrolling through the file, I could see what appeared to the naked eye to be binary data from 
compressed image files.5

Viewing the Evidence Natively 

 

The question then arises, “I have this cache file.  I have pointers to the cache. How do I see what this 
data is?”  The simplest answer was to download and install the native application and view the data as 
the suspect had.   

I located Adobe Photoshop Album6

                                                           
4 Considering that a Microsoft thumbs.db file on the same system where 3300+ images were located in one 
directory is only 1.4 MB, this file quickly came into focus. 

 after some digging.  I did not find an installable of the same version 
the suspect had – 3.0.  I did locate 3.2 and installed that on my forensic machine.  I saw that the folder 
structure under the “All Users” folder was created the same as I had discovered on the suspect’s 
machine.  To view what the suspect had seen, I did a simple “copy over” routine and exported out the 

 
5 This sounds like fairly tale information, but years of experience does teach an examiner that certain data appears 
to be compressed.  Looking at hundreds of thousands, perhaps millions, of images and seeing certain inarticulate 
patterns absolutely gives the examiner a frame work to “guess” as to the type of data he/she is viewing.  
 
6 Again, Adobe Photoshop is NOT the same as Photoshop Album.  I attempted to use Photoshop – since we have a 
copy in the lab.  This did not produce the same folder structure as the Album version of the software and I was not 
able to view a single bit of information from the tn.4.cache or the .psa. 
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entire “Documents and Settings\All Users\Application Data\Adobe\Photoshop Album\” folder.  I then 
overwrote my folder/file structure with a copy of the suspect’s files. 

I then launched Adobe Photoshop Album Starter Edition 3.2 from my startup icon.  I was immediately 
both gratified and horrified.  I was rewarded with locating my evidence (over 6100 images), but the 
contraband was of an unpleasant nature to say the least.   

 

The native viewer (Album) gave me the ability to browse through a collection of thumbnails.  I was able 
to right click the individual thumbs and ascertain the properties of them.  These properties revealed the 
paths of the original (such as E:\music\oncd\illegalstuff.jpg).   

 

 

Figure 2 – Properties View 

Figure 1 – Catalog View 
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My original thoughts were that screen captures of the most obvious examples of the contraband images 
including some examples of the properties listing the information for each thumbnail would be a viable 
reporting solution.  I didn’t want to do this for all 6100+ images however.  I considered exporting the 
cache file to a CD and including instructions on how to view the cache as well.  Ultimately I did do this 
also, but it’s difficult to download and install software and have a distant case agent get the same results 
due to varying technical ability and user rights on any given machine. 

I needed to find a way to get all if not most of the images out of the cache.  To verify which file actually 
held the data, I tried a few different things.  By removing the .psa file from my local path, I was unable to 
open the catalog.  By removing the tn.4.cache file, I was able to retrieve all of the properties (file date, 
pixel dimensions, original path, and file name), but the thumbnails themselves were no longer viewable.  
It was apparent based on the behavior of the native application and my own observations of the content 
of the tn.4.cache that this was where the actual thumbnails were stored. 

Examining the Structure in Hex 

The basic hex viewer has been in the forensic examiners tool chest since day one.  This tool is essential 
for reverse engineering.  Often times, a training class focuses on a specific tool or process and never 
spells out what examiners are really doing.  We are reverse engineering software, or file systems, or 
suspect actions.  I’ve heard it implied many times, but more often it goes unsaid.  When we teach 
“methodology” as a forensic community, we are really teaching (among a plethora of other ‘things’) how 
to reverse engineer computer data, formulate a picture AND show some timeline7

Returning to the tn.4.cache file using a hex viewer built into FTK (Forensic Toolkit 1.72), I looked closer 
at the structure.  I did not parse the first part of the file out because it appeared to be pointers or some 
type of extraneous record keeping.  Perhaps a reader of this paper can further break down this file type 
if they find it useful.  Going further into the file, I tried to find a familiar header.  I tried searching for the 
known JPG header: 0xFF D8 FF E0 as well as JFIF.  I was unable to locate either.  I did see a recurring 
instance of what appeared to be a header, 0xFF D8 FF DB at various places through the file located near 
white space in the file (sets of 0x00 or low hex values depicted as periods in the hex viewer). 

 of events. 

                                                           
7 Not necessarily a literal time since times themselves are notoriously unreliable. 
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I located the first example of this header and marked a section of hex in the file starting from the header 
and going until a section of 0x00s that were followed by another header.  Using FTK, I chose the option 
to “Add selection to case as a carved item”.  I named this carved data “thumbstest.jpg”, bookmarked it, 
and added it to the case file.  The result was a completely viewable .JPG file depicting a contraband 
graphic image. 

Carving the Evidence 

Now that manual carving has been established, a means of getting the contraband out into a useable 
form by the case agent needs to be determined.  To hand carve this file which is nearly 140 MB in size, 
would have been a lengthy undertaking at best and certainly a lesson in patience. 

I have the pleasure of working in a lab with several examiners.  They each bring their own set of 
“instinct” (training, experiences, and backgrounds) with them.  In this case, it was suggested that I 
determine if there was a footer as well as a header.  The footer was a standard .JPG footer (0xFF D9). 

Armed with the knowledge of a header and footer, I set EnCase version 6.10 to work looking for and 
carving out all instances of the custom .JPG header and footer in the tn.4.cache file.  I used the Case 
Processer and enabled only the File Finder in the options.  I defined a custom header and footer as listed 
above in the File Finder options and chose only the selected file (tn.4.cache) as the output. 

The resulting bookmark in EnCase revealed over 26,000 files.  To reiterate, over 90% of these files were 
indeed contraband images.  There is a discrepancy in the file count.  As reported by the native viewer, 
there were over 6,000 cataloged files while I was able to carve out 26,000+ from the thumbnail cache.  

Figure 3 – tn.4.cache Header and Footer 

Header   Footer 
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My suspicions were that several of the cataloged files were deleted out of the cache.  If my theories are 
correct, then this shows another level of knowledge by the suspect – which is that the catalog was 
actively in use and circumstantially he knew it was cataloging the images he introduced to the 
application. 

Validating the Theory 

A foundation was laid for a theory.  The evidence certainly existed in the case study above.  Validating 
independently the results adds weight to the argument.  I can’t say that I test every theory I have 
unequivocally.  Sometimes a theory can be measured by using someone else’s research, or maybe by 
noting recurring patterns.  In this case however, I’m going to examine my suspicions (and “cop instinct”) 
more thoroughly. 

 

Salting a File 

On a clean system, I downloaded Adobe Photoshop Album Starter 3.2.  I extracted the installable 
executable and chose the default install options and path.  I did not launch the application immediately 
after installing it. 

Figure 4 – Installing Adobe Photoshop Album Starter 
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By default, the folder structure “Documents and Settings\All Users\Application Data\Adobe\Photoshop 
Album” was created.  A subfolder was created therein named “Catalogs”.  Inside of the folder a file was 
created, “My Catalog.psa”.  This file was 292 KB in size.   

 

 

The information in the psa was very generic.  An ASCII header was found with the value “Standard Jet 
DB” 4 bytes into the file. 

Figure 6 – Default Folders and File Created 

Figure 5 – Default Install Location 
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Interspersed through the file were database structures and labels: paths and labels for specific data 
information were laid out structurally. 

 

When Photoshop Album is first read, an EULA pops up.  After agreeing to the EULA, a dialog window 
greets the user with the ability to import photos from default locations.   

 

I canceled out of the dialog and found that more folders in the “Application Data\Adobe\Photoshop 
Album” folder  – “3.2\upsellCache”, “Catalog Folders\My Catalog” and the tn.4.cache file was created.  
The tn.4.cache file by default was a size of 257 KB.  Other than a sparse header, the file was all zeros.   

Figure 8 – Start Up Dialog 

Figure 7 – My Catalog.psa File Header 
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While trying to salt the file now with images, I inserted a USB device (one that’s been in the computer 
several times).  Unexpectedly, Adobe Photoshop Album opened a “Photo Downloader” window.  This 
window opened without prompting and it opened in addition to the normal Removable Disk dialog 
which prompts user action.  I canceled the import and found that the .psa and the tn.4.cache were not 
altered. 

 

The next step was to add files to the Album.  I imported 3 files from the My Pictures folder.  I followed 
that up with 3 files from a CD (the entire CD contents).  Curiously, the Auto-Run on the CD did not 
trigger the Adobe Photoshop Album dialog.  At this point, the tn.4.cache enlarged to 345 KB. 

Figure 10 – Auto Add Files 

Figure 9 – Newly Created Folders and File 
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Figure 12 – Add Photos so Album from CD 

Figure 11 – Add Photos to Album from “My Pictures” 
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Viewing a File Using the Native Viewer 

Using the default viewer – Adobe Photoshop Album – I could see all 6 added images as thumbnails.  I 
was able to right click and determine the location of the actual file by examining the properties.  There 
were several other options available to assist with organizing a photo album.  The suspect in my case did 
not use these features, so I did not research the individual options in depth.8

 

 

When I added the photos to the album, it forced me to save them locally.  It did allow me to save files to 
another removable device, but it would not catalog them without also saving them somewhere.  When I 
saved them locally, Adobe graciously created several folders for me:  “My Pictures\Adobe\Digital 
Camera Photos”, “My Pictures\Adobe\Outgoing E-Mail Attachments”, “My Pictures\Adobe\Photos from 
Removable Media”, and “My Pictures\Adobe\Scanned Photos”.  By default, it placed the files from the 
CD in the Removable Media path in a folder named with the volume label from the CD and the current 
date and time. 

                                                           
8 As a side note, I am considering this application for personal use.  I like the organizational features! 

Figure 13 – Full Album View (Show All) 



Case Study:  Adobe Photoshop Album Cache File 
 
 

J. Hamm 2008-2009 
 

15 

 

 

Figure 15 – tn.4.cache File Growing as Files are Cataloged 

Figure 14 – New Folders Created After Cataloging CD 
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Deleting Files from the Native Viewer 

I deleted two files from the catalog (Daytona 1.JPG and Not Daytona 3.JPG).  The software prompted me 
by asking if I should delete them locally or not.  I chose to delete them locally as well as from the 
catalog.  The database files changed – the .psa and tn.4.cache – as reported by WinHex.  The size of the 
files was not changed.  The headers and footers (and possibly everything in between) weren’t altered 
however.   

After deletion, there is an option to “undo” the removal from the catalog.  This demonstrates a use for 
maintaining the data in the database even after deletion/removal. 

The Adobe Photoshop Album no longer displayed a thumbnail or the properties for the two removed 
items.   

I inserted a Compact Flash card in a reader into my analysis machine.  This resulted in an auto-recognize 
and catalog option by Adobe Photoshop Album. I added three more picture files from the card media 
and stored them on a USB flash device.  Additionally, the .psa entries from the deleted/removed files 
was partially overwritten.  The tn.4.cache file grew in size and no apparent changes were made to the 
previous files (though later it will be demonstrated that one of the deleted file – Daytona 1.JPG - was 
removed entirely from the cache). 

Figure 16 – My Catalog.psa After adding 6 Files 
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Examining the Raw File in Hex Mode 

When looking at the files .psa and tn.4.cache in hex, a few things can be determined.  The .psa file 
maintains the full path and name of the associated photo.  The tn.4.cache holds the thumbnail itself.  
Keeping in the scope of this paper, it is not necessary for me to entirely reverse engineer these hex files.  
As a reminder, I needed to show only that the suspect knowingly possessed these contraband images. 

By looking in hex view at the Adobe Photoshop Album files, I could be sure that the files were created 
with a path to removable media.  I can’t say where they originated from.  I can say that the additional 
files that weren’t visible natively (but where carved out) had been on that computer and cataloged at 
one time. 

I was also able to discern a varied .JPG header and a footer.  With this knowledge, I was then able to 
carve these files out individually by copying the hex out, and en masse by using an automated tool.   

Carve the Files Using Automated Tools 

I used EnCase version 6.10 to carve out the individual thumbnails from the tn.4.cache file.  I initiated the 
case processor and enabled file finder.  I set the file finder to locate a custom file type.  The custom file 
type was defined with the header (0xFF D8 FF DB) and footer (0xFF D9).  I told it to add the carvings to 

Figure 17 – Deleting Daytona 01.jpg – Note the My Catalog.psa Maintained Path 
Information for the File After Deletion 
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the case as pictures and assign them all .jpg extensions. I ran it over only the tn.4.cache file.  This yielded 
10 hits which were bookmarked.   

 

 

Of the 10 hits, two were duplicate thumbnails.  Of the two deleted files, only one, the “Daytona 1.JPG” 
was not found in the cache.  It’s not clear why some deleted files are overwritten and some are not – 
but that’s a theory to test another day. 

Figure 18 – Case Processing in EnCase 
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Conclusion  

Based on what I tested, I could determine that the user had knowledge of the images being cataloged 
and their content.  Every time the user introduces removable media Adobe Photoshop Album initiates a 
cataloging and asks the user if the file should be stored locally or remotely on removable media.  In 
addition, the entire catalog populates displaying the content of the removable device.  This was turned 
on in the registry of the suspects system. 

These files don’t automatically get added to the catalog either.  It takes user interaction to store and 
catalog them.  In addition to the large amount of corroborating evidence, I think it’s clear that the 
suspect intended to possess the contraband found on his computer – and probably has the rest stashed 
away on removable devices. 

Final Thought on Methodology 

Methodology.  We talk about it in the forensics community often.  No one has ever defined it for me as 
it relates to computer forensics.  Basically this methodology is a way to reverse engineer aspects of a 
digital crime scene to determine what significance the presence or lack of presence of evidence.  I define 
it as:  

The repeatable steps necessary to test theories that assure a proper conclusion was 
drawn regarding the significance of evidentiary artifacts in a digital case.  This must 
show any and all aspects of the evidentiary nature of the artifacts – whether 
incriminating or exculpable. 

Figure 19 – Book Mark and Gallery View of Carved Files 
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Evidence and traces of evidence can lead the examiner from one place to another in a type of digital 
trail.  Many times the smoking gun is never located, but a pile of circumstantial evidence can show guilt 
just as clearly as finding the note that says, “I did it.”  Knowledge and experience work together to 
formulate a basis for the “instinct” in knowing where to go next in a case. 

In this case study, I formulated a theory based on what I found – and what I didn’t find.  Each small bit of 
data led me to the next until I found a veritable treasure trove of information:  the Adobe Photoshop 
Album on the suspect’s machine.  Fortunately I had the time to test these theories out on my own – and 
they all matched in repeatable, methodical form.   
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